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copy of the original challenge, the re-
sponse, and any additional information 
the appellant believes would assist the 
ARP in reaching its decision. The ARP 
shall respond within 90 days of receipt 
of the appeal. A negative decision by 
the ARP may be appealed to the Inter-
agency Security Classification Appeals 
Panel (ISCAP) referenced in section 5.3 
of Executive Order 12958. If the Depart-
ment fails to respond to a formal chal-
lenge within 120 days or if the ARP 
fails to respond to an appeal within 90 
days, the challenge may be sent to the 
ISCAP. 

§ 9.9 Declassification and down-
grading. 

(a) Declassification processes. Declas-
sification of classified information may 
occur: 

(1) After review of material in re-
sponse to a Freedom of Information 
Act (FOIA) request, mandatory declas-
sification review request, discovery re-
quest, subpoena, classification chal-
lenge, or other information access or 
declassification request; 

(2) After review as part of the Depart-
ment’s systematic declassification re-
view program; 

(3) As a result of the elapse of the 
time or the occurrence of the event 
specified at the time of classification; 

(4) By operation of the automatic de-
classification provisions of section 3.3 
of the Executive Order with respect to 
material more than 25 years old. 

(b) Downgrading. When material clas-
sified at the Top Secret level is re-
viewed for declassification and it is de-
termined that classification continues 
to be warranted, a determination shall 
be made whether downgrading to a 
lower level of classification is appro-
priate. If downgrading is determined to 
be warranted, the classification level of 
the material shall be changed to the 
appropriate lower level. 

(c) Authority to downgrade and declas-
sify. (1) Classified information may be 
downgraded or declassified by the offi-
cial who originally classified the infor-
mation if that official is still serving in 
the same position, by a successor in 
that capacity, by a supervisory official 
of either, or by any other official spe-
cifically designated by the Secretary 
or the senior agency official. 

(2) The Department shall maintain a 
record of Department officials specifi-
cally designated as declassification and 
downgrading authorities. 

(d) Declassification in the public inter-
est. Although information that con-
tinues to meet the classification cri-
teria of the Executive Order or a prede-
cessor order normally requires contin-
ued protection, in some exceptional 
cases the need to protect information 
may be outweighed by the public inter-
est in disclosure of the information. 
When such a question arises, it shall be 
referred to the Secretary or the Senior 
Agency Official for decision on wheth-
er, as an exercise of discretion, the in-
formation should be declassified and 
disclosed. This provision does not am-
plify or modify the substantive criteria 
or procedures for classification or cre-
ate any substantive or procedural right 
subject to judicial review. 

(e) Public dissemination of declassified 
information. Declassification of infor-
mation is not authorization for its pub-
lic disclosure. Previously classified in-
formation that is declassified may be 
subject to withholding from public dis-
closure under the FOIA, the Privacy 
Act, and various statutory confiden-
tiality provisions. 

§ 9.10 Mandatory declassification re-
view. 

All requests to the Department by a 
member of the public, a government 
employee, or an agency to declassify 
and release information shall result in 
a prompt declassification review of the 
information in accordance with proce-
dures set forth in 22 CFR 171.20–25. 
Mandatory declassification review re-
quests should be directed to the Infor-
mation and Privacy Coordinator, U.S. 
Department of State, SA–2, 515 22nd 
St., NW., Washington, DC 20522–6001. 

§ 9.11 Systematic declassification re-
view. 

The Information and Privacy Coordi-
nator shall be responsible for con-
ducting a program for systematic de-
classification review of historically 
valuable records that were exempted 
from the automatic declassification 
provisions of section 3.3 of the Execu-
tive Order. The Information and Pri-
vacy Coordinator shall prioritize such 
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